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DATA PROCESSING AGREEMENT
 in accordance with Article 28 GDPR
between
MKB Global Mail & Freight GmbH

Hosnedlgasse 8

1220 Vienna/Austria
referred to in the following as the “Contractor” 
And

Max Mustermann

Mustermannstraße 1
1111 Mustermann
referred to in the following as the “Client”
Preamble:

In this Data Processing Agreement, the Client intends to commission the Contractor, among other things, with the processing of personal data held by the Client. The purpose of this Agreement is to define the legal data protection framework and the corresponding obligations of the Contractual Parties which will apply in that form to all future contracts and orders. This Agreement will apply to all activities associated with the performance of the contract and in which the Contractor’s employees or third parties commissioned by the Contractor come into contact or potentially come into contact with personal data held by the Client.

Obligations of the Contractor:

1. The Contractor undertakes to process personal data and results of processing exclusively within the framework of the Client’s mailing orders.
2. The Contractor undertakes to maintain data confidentiality and provides a legally binding assurance that it has obligated all persons commissioned with data processing to maintain confidentiality before the start of processing.
3. The obligation of the persons entrusted with data processing to maintain confidentiality survives the end of their activity and departure from the Contractor’s firm.
4. The Contractor warrants that it has taken and will continue to take all technical and organisational measures that are needed to protect the personal data from accidental or unlawful destruction and loss, to ensure that it is properly processed and that it cannot be accessed by unauthorised third parties.
5. The Contractor ensures that the Controller shall be able at all times and within the statutory periods to satisfy the rights of the data subject as set out in Chapter III GDPR and pursuant to the Austrian Act on the Protection of Natural Persons in the Processing of Personal Data (DSG), and shall provide the Controller with all information that is necessary in this regard. 

6. The Contractor shall support the Client to the best of its ability in adhering to the obligations set out in Art. 32 to 36 GDPR (data security measures; notification of the supervisory authority of any breach in the protection of personal data; notification of a data subject affected by a breach in the protection of personal data; data protection impact assessment and prior consultation).
7. The Contractor shall notify the Client immediately of any severe disruption of business, of any suspected data breaches or other irregularities in processing the Client’s data.
8. After the end of the guarantee period agreed with the Client, the Contractor must erase or return all personal data that is the subject of this Agreement. Written confirmation of the erasure process, i.e. return delivery, must be provided on the written request of the Client. 
9. The Contractor will provide the Client with the contact details of its appointed Data Protection Officer on request. 
10. The Client is granted the right to commission qualified employees or other persons required to maintain confidentiality to audit the Contractor’s compliance of data processing operations at its premises, subject to reasonable prior notice.
Obligations of the Client:

11. As Controller, the Client is owner of the data. It is solely responsible for adherence to the statutory provisions of data protection laws, in particular for the lawfulness of data transfer to the Contractor and for the lawfulness of data processing. 
12. Where the Client ascertains mistakes or irregularities in regard to data protection requirements during audits of the processing result, the Client must fully inform the Contractor without undue delay.
13. The Client must inform the Contractor in writing or by email of the persons in its organisation that are authorised to issue instructions, receive information and conduct checks.
Subcontracted Contractors:

14. The Contractor is entitled to transfer execution of some or all of the work required under an Agreement to subcontractors. Subcontracting shall require approval by the Client insofar as it may infringe substantial interests of the Controller (e.g. competitive interests). The agreements concluded with the third parties must be structured in writing such that they satisfy the requirements of confidentiality, data protection and data security set out between the Contractual Partners to this Agreement.
15. The Client’s Data Protection Officer is granted the right to receive information on the significant content of the contract and on implementation of the subcontracted Contractor’s obligations that are relevant to data protection.
Term of the Agreement:
16. The term of the Agreement is based on the use of the mailing system. The Agreement is concluded for an indefinite period and may be terminated by both parties in writing with a notice period of one month at the end of the month. This does not affect the right to serve immediate notice for good cause.


Final provisions:

17. Austrian law shall apply.
18. Only the written Agreement will be binding. There are no verbal collateral agreements.
19. The Contractual Partners agree to maintain confidentiality in regard to the conclusion of this Agreement. This does not apply to statutory disclosure obligations.
20. Any changes to this Agreement must be in writing.
21. The invalidity of any parts of this Agreement will not affect the validity of its remaining provisions.
__________________________________


__________________________________

Client






Contractor
Place, date: _______________________


Place, date: _______________________
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